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What sort of actions might follow a VOEvent?

Generation of RTML

Words from previous sessions

Allan: relationships, trust

White: security will be needed

Pl e o fmatien | Williams: subscriber decision based on author
WATCH MODE

Borne: engage public, but no VOEvents from kids

Bloom: trust broker
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What's missing from VOEvent?

- From RFC 4047 (FITS MIME)

FITS provides a means of transporting arrays and tables of data and
keyword/value pairs of metadata. The standard FITS keywords are
either mandatory or reserved. Mandatory keywords provide information
necessary for correct interpretation of the data; reserved keywords
merely provide standard bits of metadata. As such, the current
standard FITS keywords do not pose security risks.

A FITS file author may insert additional keywords with semantics that

are not described by the standard. Parties exchanging FITS files may
employ locally defined conventions that use various keywords and

their values to induce actions on the part of the recipient. There

are existing local conventions where such keywords are used to

request the reading of other files and/or URIs. There are other

local conventions where such keywords are used to modify the state of

a telescope and/or instrument. The security implications of local
conventions such as these SHOULD be analyzed by the parties employing
them.

Required by IETF/IESG/IANA in every specification
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VO has many doc types
Why is VOEvent different?

_ Other VO protocols are client/server

_ Single Sign On can identify both ends
~ VOEvent is broadcast or subscribe

~ VOEvent might originate anywhere

~ VOEvent can imply instant response
~ RTML resembles VOEvent
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What could go wrong?

~ VOEvent spam
~ VOEvent forgery
~ RTML botnets

_ Hot-wiring the HTN Universe
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IETF/W3C already has solution

XML-Signature Syntax and Processing

W3C Recommendation 12 February 2002

RFC 3275

Initiative started in 1999. It relies on alphabet soup of XML, Internet,
and other standards. A partial listis DOM, SAX, SOAP, XLink, XML-C14N,

XML-ns, XML-schema, XPath, XPointer, XSL, XSLT; DSS, MD5, PGP, SHA-1,
X509v3; Unicode, UTF-16, UTF-8.
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Canonical XML

<?xml version="1.0"?>

<?xml-stylesheet href="doc.xsl"
type="text/xsl|" ?>

<IDOCTYPE doc SYSTEM "doc.dtd">
<doc>Hello, world!<!-- Comment 1 --></doc>
<?pi-without-data 7>

<!-- Comment 2 -->

<l-- Comment 3 -->

<?xml-stylesheet href="doc.xsl"

<?xml-stylesheet href="doc.xsl" type="text/xsl|" ?>

type="text/xsl" ?> <doc>Hello, world!<!-- Comment 1 --></doc>
<doc>Hello, world!</doc> <?pi-without-data?>
<?pi-without-data?> <!l-- Comment 2 -->

<l-- Comment 3 -->
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Relevant info and tools

~ XML Signature WG

— http://www.w3.0rg/Signature/

~ OpenSSL
- To generate X509 certificate (with key)
~ XML Security Library (C)

_ 2 other java, python, perl, + commercial
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diff from VOEvent 1.1

4a5

> xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

8al0, 12

> <xXs:import namespace="http://www.w3.0rg/2000/09/xmldsig#"

> schemalocation="http://www.w3.0rg/TR/xmldsig-core/xmldsig-
core-schema.xsd"/>

>

22a2’l

> <xs:element name="Signature" type="ds:SignatureType"

minOccurs="0" />

Declare the namespace. Import it.

Here <Signature> is an optional element which may occur O or more times.

That's all!
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example Signature element

The raptor event with XPath excluding all Signature elements and no cert

<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<SignedInfo>

<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<Reference>

<Transforms>

<Transform Algorithm="http://www.w3.0rg/TR/1999/REC-xpath-19991116">
<XPath xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#">not (ancestor-or-
self::dsig:Signature)</XPath>

</Transform>

</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>L/QfutJ3GbWxWOxXxCCOKBE7sTBIw=</DigestValue>

</Reference>

</SignedInfo>
<SignatureValue>MM+HAlvmY/0WASCP14e899bVWBOu+IZx4dW4dwrRnmdhglZ]jlwQrfDz02]jgzcnlO
O

GzHC4JEulhXVEfRNCgG5m2dN1abdKHLOQigG2+f01Rax/T0bjcOmjOlSjetd6KVec
7Tc760rELAHZTZLgG7g9wWNZHLO9gdGzyvmfB7g33+Pc=</SignaturevValue>

<KeyInfo>

<KeyName>ca . key</KeyName>

</KeyInfo>

</Signature>
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example Signature subelements

The raptor event with XPath excluding only its own Signature, plus cert

<Transforms>
<Transform Algorithm=" "/>
</Transforms>

<KeyInfo>

<X509Data>
<X509Certificate>MIIDuDCCAYGgAWIBAgGIJAN4ALhPm6nVZUMAOGCSgGSIb3DQEBBAUAMIGaMQswCQYD
VOOGEwWJVUzZETMBEGA1UECBMKQ2FsaWzZvcmbpYTETMBEGA1UEBxMKUZ2FudGEgQ3J1
e JEAMBsGA1UEChMUVUNPLOxpY2sgT2JzZXJ2YXRvcnkxDDAKBgNVBASTAINQRzZEU
MBIGA1UEAxXMLU3R1dmUgQWxsZW4xH]JAcBgkghkiGO9wOBCQEWD3NsYUB1Y29saWNr
Im9yZ2zAeFwOWNzZAZMDUWNTUzZNTVaFwOwODAZMDQWNTUzZNTVaMIGaMQswCQYDVQQG
EwJVUzZETMBEGA1UECBMKQ2FsaWZvcmbpYTETMBEGA1UEBxMKU2FudGEgQ3J1lejEd
MBsGA1UEChMUVUNPLOxpY2sgT2JzZXJ2YXRvcnkxDDAKBgNVBAsSTAINQRzZEUMBIG
ATUEAXMLU3R1dAmUgQWxsZW4xHJAcBgkghki GOwOBCQEWD3NsYUB1Y29saWNrLm9y
ZzCBnzANBgkghkiG9wOBAQEFAAOBIQAWgYkCgYEAtL61z/RZX8TOksKFLBN1GH2t1
getWvs9IXylUIfRcCxpFxn2HZXeE4/3d7f+SE/Jwo6DHXDFIx+G1LHsUgc7CoOD7BF
nOWhx9djbPYC8JfN]J4VFHBDFWIJKQOQDSGBUTzFHPkkmiQUiCwGnDhYZPR6JKJET9
Bt YWFqZPM7dDKFZpqcCAWEAAAOCAQIwgf8wHQYDVROOBBYEFKhdfKK31d170s64=</X509Certificate>
</X509Data>

</KeyInfo>
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What will be typical use patterns?

Signature is not required for any event.

For speed, initial VOEvent unsigned, identical
followup comes with Signature?

Signatures could be added at any node.
Should Signatures sign previous ones?
Signatures need not always be verified.
Allows third party timestamping, proof.

VOEvent pipes could be open to amateurs
AAVSQ), public, kids.
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VO's business is
manufacturing epiphanies
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